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1. INITIATIVES
1. Initiative Title

Define statewide requirements model (such as digital signature, privacy and security, evidentiary requirements, digital identities, etc .) for implementation of E-Government. Initiative Leader

Rex McDonald, Department of Public Safety, 925-4017, RMCDONAL@DPS.STATE.LA.US

1. 
Summary

This initiative is intended to address those legal and supporting technical issues that must be resolved to insure the successful implementation of E-Government in Louisiana.  A model must be established to provide the same legal standing for E-Government activities and documents as is currently implemented for the traditional Written" environment.  Laws must be enacted that address the electronic equivalents of items such as contracts, signatures, receipts, physical evidentiary requirements, etc.  This initiative must address those technical issues that will allow all parties to be assured of the security, integrity and privacy of the business, judicial and governmental electronic processes defined by the legal model.  This effort must insure that adequate consumer protection is enacted in the Statutes and the regulation. 

1. Description of the Initiative

The goal of this initiative is to develop a set of proposed legislation that will provide a framework for implementing E-Government in Louisiana.  Additionally, a set of technical requirements must be defined that will provide assurances that electronic documents, processes and identities can be authenticated.  The model and subsequent implementation must be such that a citizen, business or government will be assured that the E-Government environment is at least as secure, private and safe as the current written" environment.  The proposed solution will provide a legal infrastructure that will allow the full implementation of electronic processes.  These tools will allow 

greater access to government information and services.  They will minimize the need to physically go to a government facility.  They will facilitate business to business interaction as well as lessening the administrative cost of the government to business interface.  The various levels of government will have a more efficient and effective means of interaction.  The technologies employed to implement the legal mode will include a method of authenticating digital identities, encryption, validation of original documents, internet communications, etc.  The users of the technology will be able to do business remotely and immediately without the need for face to face interaction.

The policy should reflect and support the underlying business and legal conditions. The following provides examples of parties and transactions that should be considered;


Party Relationship
Example of Transaction Types

1.
Business to Government
Public procurement 

Regulatory interaction

2.
Business to Business
Supply chain

Joint projects

3.
Government to Government
Sharing of sensitive information

Reporting requirements

4.
Employees to Employer
Human resources

Payroll management

5.
Consumers to Business
Account creation

Account usage

6.
Citizens to Government
Submit filings

Request for information

7.
Students & faculty to Staff
Course registration

Grading

1. Participating Partners and Stakeholders

Participation in this initiative should include members from:


· Judiciary

· Senate

· House

· Private Sector

(         Attorney General








· Legislative Auditor

· CIO

· State Purchasing

· Contract Review

· Agency Reps

· CISD

The initiative will require a large cross section of disciplines and interest to be represented on the project teams for it to be successful.  Those individual with experience in crafting legislation and interpreting existing statutes will be the foundation of the work group resources.  Equally important will be those members in government and industry who are currently experiencing the frustration of trying to utilize automated tools within the current legal model.  Then we must rely on the members of the group with technical expertise to identify those technologies that will allow the implementation of the E-Government legal model.

6. Bench marking Partners and/or Best Practice References

Arizona
Arizona is in the early deployment stages of Public Key Infrastructure (PKI). They have deployed drafts (8/99) for Policy Authority Procedures and Certificate Basic Policy (see WWW.SOSAZ.COM/PA). Arizonas Secretary of State's office has been identified as the Policy Authority (PA), which is responsible for defining and managing the Arizona Electronic Signature Infrastructure. The PA will maintain a list of accepted CAs as prescribed in Arizonas Administrative Rules. The Policy Authority Procedures define the general procedures the Policy Authority employs to manage electronic signature use within the government of Arizona.

California
California has adapted Digital Signature Regulations, dated 6/12/98. These regulations can be found at WWW.SS.CA.GOV/DIGSIG/REGULATIONS.HTM. Within the regulations is an application for Approved List pf Certification Authorities. The California Secretary of State will maintain the CA list. Public entries will only be able to accept certificates from CAs which  appear on this list.

Georgia
Georgia currently has defined an open PKI Model, and does not plan to license and regulate Certificate Authorities. Their model states that any citizen can go to a bank or other trusted third party, prove who they are, receive a digital signature and certification, then be able to do business with any state agency. Georgia is not currently using digital signature or PKI technology.

Texas

Texas currently has two approved CAs; VeriSign, Inc. and GTE CyberTrust. They are anticipating adding more to their approved list (see WWW.STATE.TX.US/EC/APPROVED-LIST-OF-CAS.HTM). Texas has over 240 state agencies and universities. At this time, it is basically up to the individual agencies if they are a Certificate Authority or not. Agencies that are currently using digital signatures are the University of Texas and the Texas Workforce Commission. Agencies that are planning to implement are the Department of Information Resources and Texas Department of Transportation.

Utah

Utah enacted a law that provides for the licensing and regulation of certificate Authorities. There is a list of certification authorities and repositories licensed by the State of Utah. There are four licensed CAs; Digital Signature Trust Company, Arcanvas Inc., Universal Secured Encryption Repository Company, and VerSign, Inc. (see WWW.COMMERCE.STATE.UT.US/DIGSIG/REPOSIT.HTML).
Washington
Washington State has enacted a law that provides for the licensing and regulation of Certificate Authorities. (See WWW.SECSTATE>WA.GOV/EA/DEFAULT.HTM). Washington completed three PKI pilot projects with the Department of Information Services and several other agencies. All three involved digital signatures, which are legal in Washington. These projects used the CA software from Entrust Technologies Inc. to manage encryption keys and digital certificates both vital to secure electronic commerce. Electronic form software was also used in some of the projects. Using the electronic form software, the Department of Retirement Systems changed the nature of the paper form into a self-computing electronic document with built-in edits that identified and errors before the data enters the system. 

Kansas
The Kansas Bureau of Investigation completed a pilot installation using virtual private network, firewall and PKI software. They are the first state law enforcement agency to launch a virtual private network using PKI technology to exchange highly sensitive criminal files with the state's police departments over the Internet. PKI ensures that the information is encrypted and is sent and received by the appropriate people.

Illinois

Illinois has signed an enterprise wide agreement with Entrust Technologies Inc. for PKI technology to secure both internal transactions and for transactions with business and citizens. The state is finalizing plans to launch a pilot in which agencies would use digital signatures to sign government travel vouchers and internal forms. The State will operate its own CA and issue one certificate to citizens containing the various authorization levels based on the ways a person might communicate with the government.

7. Assessment of Risks

The members of the team must be able to explain the need for the initiative in a manner that will convince all stakeholders to fully embrace the effort.  The effort must avoid any serious technical mistakes to prevent a loss of confidence in the project.  The team must do a good job in briefing key members of the State Legislature throughout the process in order to assure their support of the bills introduced on this subject.

II
PROJECT INFORMATION
1A.
Project Description
This project team will define the general foundation of statutory changes required to put E-Government processes on an equal bases with current written government processes.  The team will follow this effort with drafting bills to be introduced into the legislative process.

1 Technical/Conceptual Approach

The team will evaluate similar efforts in other states and select those parts that are applicable and desirable for inclusion into the Louisiana model.  The team will analyze existing Federal laws and regulations that impact the state model.  Additionally, any related legislation that is going through the Federal legislative process will be evaluated as to probability of passage and subsequently the impact of any deemed to be likely to become law.

1 Implementation Approach

The project will be completed in three phases.

1 The project team will research the efforts by other States who have already begun this process.  The team will used the combined results of this research to make a determination of the model that will best serve Louisiana.  They will develop a requirements document that details the key areas that must be address statutorily and by regulation.  This project will begin July 1, 2000 and end September 1, 2000.

1 The project team will prepare presentations to the various stakeholders of the requirements documents.  The team will make adjustments to the document based on input from the stakeholders.  The modified document will be presented to representatives of the stakeholder groups 2 weeks prior to finalizing the document for final review.  This effort will begin September 1, 2000 and end October 31, 2000.

1 The project team will prepare the legislative package and recommended regulatory changes based on the final requirements document.  This effort will begin November 1, 2000 and end January 2, 2001.

PROJECT RESOURCES:    The team should be chaired by the Attorney General and staffed by lawyers and paralegal from the Legislature, agencies and the private sector.

1 Project Cost Estimate

Primary cost will be travel.

2A.
This project team will identify agency specific statutes and regulations that prevent or inhibit the implementation of E-Government solutions.  The project team will draft proposed legislation and make recommendations for regulations changes to remove these obstacles.

2B.
The team will interview agency officials and key employees for their input on statutory and regulatory barriers.  Public meetings will be held to get input from business and citizens.  The effort will be highly publicized with an email address and postal address to solicit comments on a broader basis.

2C.
The project will have three phases.

1.  Members of the project team will form working groups in each agency composed of knowledgeable agency personnel and key private sector customers      of the agency.  These working groups will provide recommendations to the project team on legislative and regulatory changes.  This phase will begin July 1, 2000 and end September 1, 2000.

2.  The project team will consolidate the recommendations of the work group and present the draft documents to a select group of stakeholders for review and comment and conduct at least two public meetings by October 15, 2000.  The completed requirements document will be published by November 10, 2000.  This phase will begin September 1, 2000 and end November 10, 2000.

3.  The team will prepare the legislative package and recommended regulatory changes using the requirements document.  This phase will begin November 10, 2000 and end January 2, 2000.

PROJECT RESOURCES: The project team will be lead by a Lawyer from the Legislative staff or the Executive branch with expertise in drafting legislation.  The staff will be composed of individuals from the Executive Agencies, Legislative staff, Legislative Auditor, Legislative Fiscal Office, Legislature and the private sector.   

2D.
Travel will be the primary cost.

3A.
This project team will be responsible for identifying and selecting those technologies required to support this initiative.  The technologies will provide the security, privacy and authentication necessary for the successful implementation of E-Government.

 3B.
The technology must provide a means of authenticating the identity of citizens and business as well as any electronic transactions conducted.  The technology must provide privacy and security for data, transactions and identities provided for in the proposed E-Government legislative package.

3C.
This project will have three phases.

1.  The project team will research efforts of other States and Governmental entities.  The team will identify the failures as well as the successes to select those models most applicable to Louisiana. A requirements document will be developed that establishes the technical components required to establish and maintain an E-government environment.  This phase will begin July 1, 2000 and end September 15, 2000.

2.  The project team will evaluate the various technologies available in the private sector to implement the components identified in the phase 1.  A document will be developed that presents the various technologies deemed to be acceptable.  Included will be a discussion of the merits and weaknesses of each candidate.  This phase will begin September 15, 2000 and end December 15, 2000.

3.  The project team will begin with the drafts and continue with the final documents from Projects 1 and 2 to develop a set of recommendations on the type of technologies to be used in implementing E-government in Louisiana.  The team will develop a set of RFPs to acquire products to implement the technology for implementing E-government.  This phase will begin December 15, 2000 and end February 15, 2001.

PROJECT RESOURCES: The project team should be chaired by a member of the staff of the CIO.  Project team members will include personnel from the Executive agencies, Academic personnel from the University Systems, Legislative staff, DOA purchasing and private sector.

3D.
The primary cost will be for travel.

4A.
Project Description
This project team will define consumer protection issues related to electronic commerce. The team will draft proposed legislation and make recommendations dealing with protecting the consumer in electronic commerce activities.

4B.
Technical/Conceptual Approach
The team will evaluate similar efforts in other states and identify desirable concepts and ideas for inclusion into the Louisiana model. The team will identify areas not addressed by other states and ensure that those areas are addressed in the Louisiana model. These areas shall include but not be limited to:

· Specific text that might have a special impact on a transaction which may require initials or some other form of acknowledgment. 

· Ensure that proper legislation is identified that restricts salespersons from having consumers unknowingly agreeing to receiving future notices by E-mail when the consumer does not process or have access to the proper electronic equipment to receive such notices.

· Clearly identify the definitions of sent and receive so that they can not vary from agreement to agreement.

· Allow consumers to get a paper copy of any document originally delivered electronically at any time and without charge.

4C.
Implementation Approach
This project will consist of two phases.

1.  The project team will research and document consumer problems that have developed in other States from the implementation of E-government.  Additionally, national consumer protection groups will be surveyed to see what problems have been documented by their membership.  A Electronic Consumers Rights document that provides detailed legislative and regulatory issues to be addressed will be developed.  This phase will begin July 1, 2000 and end September 1, 2000.

2.  The project team will develop a document or specific legal definitions of consumer rights.  This document will be provided to Project Team 1 to use in developing their legislative and regulatory packages.  This phase will begin September 1, 2000 and end October 15, 2000.

PROJECT RESOURCES: This project team should be chaired by a staff member of the

Attorney General office responsible for Consumer Protection.  The staff members should include legislative staff, legislative auditor and private sector groups such as Better Business Bureau, Chamber of Commerce and Consumer Advocate Groups. 

4D.
Project Cost Estimate


Primary cost will be travel.
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