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I.
INITIATIVES
A.  Initiative Title 

Implement security architecture and web guidelines based on state/agency privacy policy to assure customers of privacy and security.

B.  Initiative Leader

Kim Dodd Manning

Louisiana State Senate- Research Services

Researcher and Webmaster  

Phone:
(225) 342-2415

Email:
manningk@legis.state.la.us
C.  Summary 

The purpose of this initiative is to ensure that the appropriate security infrastructure and procedures are in place to guarantee the privacy and integrity of information that is handled within the state’s e-government facilities.  Of particular significance is the emphasis that is placed on assurance of privacy of individual’s personal information. This initiative will effectively communicate policies (both rules and regulations) and security features to those responsible for providing online data and will facilitate clear communication of these policies and features to the end user.

A centralized process will be developed for the gathering and disseminating of policies and security features to ensure and communicate effectively world-class secure delivery of online services.  The participation and adherence to the policies and security by all state entities participating in the delivery of online services is essential to the success of this initiative. 

Various venues for dissemination are also a vital component in order to communicate effectively.  This initiative contains numerous dependencies on the statewide requirement model for implementation of e-government, a state legislative package, and statewide enterprise architecture and statewide information technology standards. 

D.  Description of the Initiative 

This initiative creates one centralized location for establishing a continuously updated online databank of policies and security issues to ensure accurate communication to state entities in order to adhere to policy and standards set forth by federal and state law bodies, including information technology procedures and guidelines.

The Policy and Procedure Liaison is responsible for the maintenance of the online databank and the dissemination and communication of current and amended information to state entity coordinators in order to ensure state entities are following the most current policies and guidelines.  The Policy and Procedure Liaison would have the authority (defined by the IT Governance) to evaluate the state entities for timely and accurate implementation of the disseminated information, requiring a centralized enforcement.

In order to avoid duplication and misunderstanding within the state with current and amended policies and procedures, the Liaison would serve as the coordinator for gathering and communicating the necessary information to the appropriate individuals.  This individual would be the key contact that will push the information to state entities once an addition is made to policies or procedures for their own wording and phases of implementation. There may be occasion for the liaison to have a general standard policy for each entity to use, depending on the data and policies involved.  Penalties for violation of policies should also be listed prominently for end users. A major responsibility for the Liaison will be to track and document the policies and procedures worldwide - international, federal, state, and local.  Key contacts for state entities who are involved the operations and/or oversight of online delivery of services will be kept in a database and updated continuously to allow for effective communication between the Liaison and entities.  A mechanism would need to be established to allow for entities to notify of changes involving their key contact person.

Also, the Liaison will be working with the web academy to establish a curriculum in current policies and procedures and how to communicate these effectively to the end user as an understandable online message.  The curriculum would require a continuos update.  Communication would also flow through InfoLouisiana, CISD, Library System, and other associated entities.  Brochures, newsletters, focus groups, public service announcements, and bulletin boards can all be used to assist in communicating effectively to the provider of information and end user.

The end user will be made to feel comfortable and secure in the environment they are working in.  Policy and procedure statements will be displayed prominently for the benefit of those using the online services in a place designated by policy, procedure, the individual state entity, or the Liaison.   A point person will be designated to respond to public inquiries about what information is being released, collected, or concerns related to the violation of policies and procedures by an individual or state entity.

E.  Participating Partners and Stakeholders

State Departments and Agencies

Governance and Architecture Staff (dependencies on this initiative)

Chief Information Officer

INFO Louisiana, Legislature (legislative package & appropriations)

LSU Computing Services (input, support, and training)

Communications Work Group (study group on effective communications)

LPB

CISD

Web Academy - related entities (output in communicating policies and procedures)

Webmasters and key  personnel responsible for online services.

F.   Benchmarking Partners and/or Best Practice References (1 paragraph)
State of Washington Portal Page - "@ccess Washington" 

http://access.wa.gov/
Policies and Standards

http://access.wa.gov/siteinfo/pdpnotice.asp


The state has a very concise set of standards and practices they have developed, followed, and communicated to the public.  Washington also has a Department of Information Service, who assists with implementation and staffing of the portal page, including - but not limited to - policy and procedure support. Very organized, user friendly, and customer assured of a working policy in the delivery of their online services.

State of Utah - "eUtah"

http://www.state.ut.us/


Policies and Procedures

http://www.state.ut.us/privacy.html



 HYPERLINK "http://www.state.ut.us/eutah/link2eutah.html" 

http://www.state.ut.us/eutah/link2eutah.html

Very well constructed page of policies and procedures along with guidelines for linking to their site.  They maintain the integrity of the Utah Site by defining the standards for linking to their site.

G.   Assessment of Risks    

The main limitation is the dependencies on the statewide requirement model for implementation of e-government, a state legislative package, statewide enterprise architecture, and statewide information technology standards. Another barrier would be the initial deployment of the policies and procedures databank in collecting all the international, federal, state and local data to ensure accuracy.  The data which is collected from state entities on contact personnel in order to disseminate the information can become outdated very quickly if there are no mechanisms in place to make the list as current as possible.   Finally, personnel, structure, and support from Administrators can determine the success or failure of this initiative.

II
PROJECT INFORMATION

A. Project Description

Three tasks will be encompassed under this project.  The Policy and Procedure Liaison will lead all three tasks.

Task 1 is to establish a coordination process for agency implementation of the privacy and security policies and procedures.  The process will address:

Identification of personnel responsible for online system security and privacy  within agencies (see Task 2 Item 2)

Review of policy, standards, and best practices (see Task 2  Item 1)


Obtain agency specific requirements


Establish implementation schedule


Establish a follow on process:



Input new information 



Incorporate changes in policies and standards



Communicate with stakeholders using listserve or direct e-mail


Monitor agency implementations

Task 2 of the project is the compilation and initiation of two major databases that will be continuously updated. 


(1) The policy and procedure databank contains international, federal, state, and local policies, procedures, and information technology guidelines which entities must follow. It would be continuously updated and amended. This information is then pushed to the appropriate individuals through listserve or direct e-mail.


(2) The state entity contact list of the individuals responsible for online services along 
with contact information.  A mechanism to update this data whenever a change occurs to 
ensure information is being disseminated to the appropriate individual.

Task 3 of the project is to provide the initial and ongoing agency liaison to ensure that the appropriate security infrastructure and procedures are in place within the e-government facilities statewide. The process defined as the outcome of Task 1 above will guide the performance of this task. 

B. Technical/Conceptual Approach   

1.  Technology/Concept.  Technology will be leveraged from Division of Administration, Office of Information Services (OIS) in the creation of these databases using current software programs available, where possible.  The Policy and Procedure Liaison will be responsible for collecting information to populate the policy and procedure databank and ensuring the databank is populated.  Agencies will be responsible for providing their entity contact list information to the Policy and Procedure Liaison for entry in the database.

C. Implementation Approach 

1. Project Timetable: The timetable is constrained to the dependencies mentioned for this initiative.  Based on availability of the required staff in July 2001, the proposed timelines are:

Task 1

Start: July 2001

Finish: September 2001
Task 2

Start: September 2001

Finish: Ongoing

 Task 3

Start: September 2001

Finish: Ongoing

2. Project Resources: Full-time Staff (Policy and Procedure Liaison under the direction of the CIO) with access to legal and clerical staff resources.  

3. Project Implementation.  Initially establish the policy and procedure databank with current collected data along with the state entity contact directory.  These will both be continuous databases.

D.  Project Cost Estimate.

Estimate:
Salary for the Policy and Procedure Liaison specialist is required and is not currently budgeted. Also personnel costs for development of the two databases is not budgeted.  
Existing DOA/OIS infrastructure and database servers should be sufficient to host the databases. 
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