
3
BONDS, CRIME, & PROPERTY



3.1
PROGRAM


3.1.1
Is there a written program that addresses the prevention of property damage and/or 


loss: [p.3]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.1.1.1
Does it provide a means for documenting the damage(s) and/or loss(es)?  [p.4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.1.2
Are there procedures in place to address separation of duties?   [p.7]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.1.3
Are there procedures in place to address controlling inventories (including disposal)?


[p.3]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.1.4
Are there procedures in place to address purchasing procedures? [p.3]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.1.5
Are there procedures in place to address reporting losses/damages? [p.4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.1.6
Are there procedures in place to address investigating losses/damages? [p.4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

3.1.7
Are there procedures in place to address timely reporting of losses to the correct

                          ORM claims unit? [p.5]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.1.8
Are there procedures in place to address handling negotiable items? [p.3]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


 FORMCHECKBOX 
 Not Applicable

3.1.9
Are there procedures in place to address securing vaults/safes? [p.4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


 FORMCHECKBOX 
 Not Applicable


3.1.10
Is someone assigned the responsibility for keeping the program current? [p.4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No



3.2
EMPLOYEE RESPONSIBILITY


3.2.1
Does the agency program outline employee responsibility?  [p.4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.2.1.1
Have only authorized employees been assigned to duties covered under the


program? [p.4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.2.1.2
Are employees receiving documented training in their job duties per the program?


[p.4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No



3.3
SECURITY


3.3.1
Is there a comprehensive written security policy that includes but is not limited to


procedures that address limited, controlled access for authorized individuals to


buildings 24 hours a day, seven days a week? [p.7]

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

3.3.2
Is there a comprehensive written security policy that includes but is not limited to


procedures that address monitoring/controlling visitor access? [p.7]

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


 FORMCHECKBOX 
 Not Applicable

3.3.3
Is there a comprehensive written security policy that includes but is not limited to


procedures that address securing all entrances and exits, both day and night? [p.7]

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

3.3.4
Is there a comprehensive written security policy that includes but is not limited to


procedures that address security system in place for all entry points? [p.7]

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


 FORMCHECKBOX 
 Not Applicable


3.3.5
Is there a comprehensive written security policy that includes but is not limited to


procedures that address securing equipment located within agency buildings? [p.7]

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


 FORMCHECKBOX 
 Not Applicable


3.3.6
Is there a comprehensive written security policy that includes but is not limited to


procedures that address limiting access to data on personal computers? [p.7]

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No



3.4
KEY CONTROL


3.4.1
Is there a key/access card control policy in place? [p.8‑11]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.4.1.1
Does it include: (Choose all that apply)


 FORMCHECKBOX 
 A key/card log


 FORMCHECKBOX 
 Procedures to change locks/codes

 FORMCHECKBOX 
 Assigning responsibility for the program

 FORMCHECKBOX 
 Methods for issuing, returning, and accounting for lost/stolen keys/cards


 FORMCHECKBOX 
 Specifying employee responsibilities/procedures for handling keys/cards

3.5
AUDITS


3.5.1
Are internal and/or legislative audits conducted at various stages of the business


process? [p.3, 4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.5.1.1
Do the internal audits cover policies to determine if they are being followed? [p.3, 4]


 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No


3.5.1.2
Does management's response to audit findings/recommendations include corrective


action and prevention of recurrence? [p.3, 4, 7]

 FORMCHECKBOX 
 Yes


 FORMCHECKBOX 
 No

