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EXECUTIVE DEPARTMENT
OFFICE OF THE GOVERNOR
EXECUTIVE ORDER NUMBER JML 26-096
______________________________________________________________________________
PROHIBITED TECHNOLOGY ON STATE
DEVICES AND NETWORKS
______________________________________________________________________________

WHEREAS, the State of Louisiana holds sensitive information concerning its citizens, its employees, and its critical infrastructure on devices and networks;
WHEREAS, applications developed, owned, or controlled by entities subject to the jurisdiction of a foreign adversary can harvest data from the devices on which they are installed, including internet browsing data, keystrokes, contact lists, location data, Social Security numbers, and financial account information;
WHEREAS, the United State Secretary of Commerce has determined that the People’s Republic of China (“PRC”) is a foreign adversary;
WHEREAS, Article 7 of the National Intelligence Law of the PRC requires all organizations and citizens to “support, assist, and cooperate with national intelligence efforts,” and Article 14 authorizes PRC intelligence institutions to request that support from organizations and citizens;
WHEREAS, applications and platforms developed, owned, or controlled by entities subject to the jurisdiction of the PRC engage in practices that pose security and cybersecurity threats to the users of these applications and platforms;
WHEREAS, social media applications and financial trading applications that are developed, owned, or controlled by entities subject to the jurisdiction of a foreign adversary collect sensitive personal and financial information from their users;
WHEREAS, applications such as Webull, Moomoo, Lemon8, RedNote, and Tiger Brokers have been barred from state-owned devices and networks by multiple other states; 
WHEREAS, the protection of state data requires a standing, published list identifying the technology that poses an unacceptable risk to the State;
WHEREAS, the Office of Technology Services has authority over all information technology systems and services for agencies in the executive branch of state government except for agencies excluded by R.S. 39:15.1;
WHEREAS, the Chief Information Officer of the Office of Technology Services is the principal advisor to the governor and executive cabinet on information technology policy, including the acquisition and management of information technology and resources; and
WHEREAS, the Chief Information Officer serves as the spokesperson for policies, standards, deployment, strategic and tactical planning, acquisition, management, and operations in keeping with industry trends.
NOW THEREFORE I, JEFF LANDRY, Governor of the State of Louisiana, by virtue of the authority vested by the Constitution and laws of the State of Louisiana, do hereby order and direct as follows:
Section 1:	The Chief Information Officer, through the Office of Technology Services, shall publish and maintain a list of “Prohibited Technology” on the public website of the Office of Technology Services. The Chief Information Officer shall publish the initial list no later than sixty (60) days after the effective date of this Order.
Section  2:	The list shall identify each software product, application, service, platform, and developer that the Chief Information Officer determines poses an unacceptable risk to the security of the State of Louisiana. The items on this list shall be considered “Prohibited Technology.” In making that determination, the Chief Information Officer shall consider:
A.	Ownership or control of the developer by a foreign adversary, or the developer’s legal obligation to furnish data to a foreign adversary.
B.	The nature, sensitivity, and volume of the data the technology collects from the device or network on which it operates.
C.	Whether state data or the personal data of Louisiana citizens is transmitted to or stored within the territory of a foreign adversary.
D.	Any other factor bearing on the security of state data, state networks, or critical infrastructure.
Section 3:	The Chief Information Officer shall review the list at least annually and may add technology to the list at any time upon determining that it poses an unacceptable risk. Each publication of the list shall state the date on which it was last revised.
Section 4:	No agency and no public servant shall download, install, access, or use Prohibited Technology on a state device or a state network, or on a personal device used to conduct state business. Prohibited Technology installed on a state device shall be removed within five (5) days after the technology is added to the list.
Section 5:	The Chief Information Officer may approve an exception to this Order where the Chief Information Officer finds it is necessary for a legitimate scientific, educational, or law enforcement purpose, or for developing or implementing information security measures. The Chief Information Officer may revoke an exception at any time upon determining that the risk to the State outweighs the purpose for which the exception was approved.
Section 6:	The Office of Technology Services shall restrict access to Prohibited Technology on the state network. Each agency head shall implement the prohibition on the agency’s own devices and network infrastructure.
Section 7:	No agency shall procure or license Prohibited Technology. Each agency shall require, as a condition of any contract under which a contractor uses a state device or connects to a state network, that the contractor comply with the prohibition established by Section 4 of this Order.
Section 8:	The Chief Information Officer shall notify the agency head of each executive branch agency upon the publication of the list and upon each revision to the list.
Section 9:	All departments, commissions, boards, offices, entities, agencies, and officers of the State of Louisiana, or any political subdivision thereof, are authorized and directed to cooperate with implementing the provisions of this Order.


Section 10:	This Order is effective upon signature and shall continue in effect until amended, modified, terminated, or rescinded by the Governor, or terminated by operation of law.
IN WITNESS WHEREOF, I have set my hand officially and caused to be affixed the Great Seal of Louisiana in the City of Baton Rouge, on this 2nd day of October, 2026.



							
Jeff Landry
GOVERNOR OF LOUISIANA


ATTEST BY THE SECRETARY 
OF STATE



__________________________________
Nancy Landry
SECRETARY OF STATE
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