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EXPLANATION

As part of the Statewide Information Security Program, the State requires Multi-factor Authentication (MFA)
when accessing Restricted Data remotely. Using MFA when accessing state resources dramatically improves
security posture by requiring an additional factor of authentication.

Multi-Factor Authentication is a method of verifying your identity by presenting two pieces of evidence (factors)
to logon to a State system.

Factors of Authentication:

1. Something Only You Know: Your Password (Important not to share or expose it)

2. Something Only You Have: Your Duo Token (Mobile Device or Hard Token)

3. Something Only You Are:Fingerprint{biometries} — Not Applicable
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PREREQUISITES

Prior to completing the instructions within this document, you should have already received an automated enrollment

from “no-reply@duosecurity.com” email in your “@la.gov” mailbox.

Dus E2 To Manager o R+ ol II A} #Fne Q
3 Team Email Ponae - [ Retated -
. Mark Categorize  Trarslate Zoom
X feply & Deiete  F Corate New 7 o EAdtions | g o . Db Select~

Cick Teps 5 Move Tage 5 Editing Toom

OIS

Office of Technalogy Serviges

Hello,

OTS is now ralling out Duo Security, A fiendly and Secure way for you 1o iog info your ciganization's applications. OT'S has inviled you 10 S8t up your account for DUG S0 you can Star secure
VPN lagin

To begin, click this link to enroll your phone

hiltpss api-£07 44607 40057 Rakiy =]

Dua Security i A hwo-facior authentication senice that SiTVes 1o be easy 1o use and secure. To leam more aboul Duo Authentication, vislt the guide here:

hittps: Hguite duo com/enraiment

MOBILE DEVICE ENROLLMENT

ENROLLING A MOBILE DEVICE

Open your “OTS DUO Security Enrollment” email on any workstation with internet connectivity.

1. [From your Computer]
Click the link provided in your enroliment email.

s W &2 [Q

'\; Igmare F ) oy f y F* L
L x + = - P Oneticte

M= ated

2 junk- Delete  Reply Reply Forward . . e Mark Categorize  Tramslate Zoom
& hunk P lMose= o Reply & Deiete  F Create New 7 . EPAdtions=  neesd - . [r Select=

Dielete ! Casick Sheps " Mawe Tags 5 Fditang Toam

OIS

Office of leth-\ciog-v Serdes

Hello,

OTS is now ralling out Duo Security, A fiendly and Secure way for you 1o iog info your ciganization's applications. OT'S has inviled you 10 S8t up your account for DUG S0 you can Star secure
VPN lagin

To begin, click this link 1o enroll your phone
it ap 0744507 40057 8key= *
Dua Secllﬂry s a two-facior authentication sendce that strives 1o be easy to use and secure. To leam more about Duo authentication, visit the gum here

hitps:iguide duo comventoliment
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2. Click “Start Setup”.

Office of Techaology Services

W

L is this? F
Need help?

Powered by Duo Security

OIS

Protect Your OTS Account

Two-factar authentication enhances the security of your account by using
a secondary device to verify your identity. This prevents anyone but you
from accessing your account, even if they know your password.

This process will help you set up your account with this added layer of
security.

e B

3. Select “Mobile phone” and click “Continue”.

Office of Technology Services

this?
Need help?

Powered by Duo Security

What type of device are you adding?

I @ Moblle phene RECOMMENDED I

Tablet (iPad, Nexus 7, etc)

Landline

= <

4.

Enter your (9-digit) telephone number and click “Continue”.

Offce of Teehnslogy Sernces

What

v s this? [F
Need help?

Powered by Duo Security

Enter your phone number

United States v

+1

ex: (201) 234-5678
=

[~ | I

5. Select either iPhone or Android, and click “Continue”.

%or of Tervaiogy Srsars

P T
Power=ed by Dup Seoury

What type of phone 7

& Fhane

Ardrold

[wso | conmue
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Once you select your phone type you will be instructed to install the Duo application on your specific
mobile platform.

6. Follow the links below:

& iPhone

Installing Duo Mobile for iOS
(Page 6)

OR

Installing Duo Mobile for Android
(Page 7)
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INSTALLING DUO APPLICATION ON YOUR IPHONE

6.1. Select “App Store” on your iPhone

[ a2 AM L=

iPhone ar-

Q

Search

qlwielritiylulilolp

als|diflgihlilk]!
-

Wl EAR vib
m@‘

6.3. Find “Duo Mobile” and Select “Get”

. Dua 0 Cancel

Dua Mobile
e
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INSTALLING DUO APPLICATION ON YOUR ANDROID DEVICE

6.4. Select “Play Store” from your Android phone.

6.5.

DriveMode

Play Store Google

< duo mobile| X

€9 duomobile

a Duo Mobile

Q dua mobile for android
Q,  duomobile push
Q

due mobile app

0 Aisr mehiln canrih,

1 2 3 4 5 6 7 8 90
qwer t y ui op

alsldlflglnl 1]
G z xcvbanm &

1#0 @ ) English (US) ) Q

6.6. Tap “Install”

{=

< duo mobile

Duo Mobile

Duo Security, Inc.

B Everyone

3.8% (4259 &)+ 1 million ¥

O =

You Might Also Like

RIN{ 7 .4 69% M 10:59 AM

< duo mobilsl X
49 duamobile
n Duo Mobile

Q duo mobile for android

Q. duomobile push

Q

duo mobile app

0 Arin mnhile canrihe
1 2 3 4 5 6 7 8 9 0
qwer t y ui o pJ
F) ¥ s % R " ( )
asdf gh j kI
© z x ¢ vbonnm

He @& Enghsht‘m
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7. [From your Computer]

Once you have installed the app click “I have Duo Mobile Installed” and you will be presented with a QR code.

Q)TS Install Duo Mabile for iOS

1. Launch the App Store app and
search for "Dug Mobile"

2 Tap "Get" and then “Install" to
download the app.

Office of Technology Services.
What is this? 0§
Need help?

Powered by Duo Security

| have Duo Mabile installed «

8. [From your Mobile Device]
Open the Duo mobile app

RIN % 464%m11:19 AM
-
ll ’| :,Igm D) Business

Thu, August 16

DriveMode  Duo Mobile

BUS @

Container

QM| swe

Communicator  Duo Mobile

say 'Ok Google'

EmMa
LA
> P

2amera Play Store Google

9. Tap the ‘+' button at the top right hand corner of the window

wil ATET = 9:32 AM [

2Ue -

About passcodes
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10. Using your mobile device’s camera, scan the QR code we generated in step 7.
Note: You may be prompted to allow Duo mobile to access your camera.

48 AM

Add Account

Scan an activation barcode to link Duo Mobile to yous
sccount

11. [From your Computer]
Click ‘Continue’

Activate Duo Mabile for iOS

1. Open Duo Mobile.
2 Tap the "+" button,

Office of Technology Services
2
e 3. 5can this barcode
0 vation link emailed to

Powered by Duo Security
B

12. Click “Finish Enroliment”

My Settings & Devices

‘ Ca:‘. i0S 225 JUST ADDED

Default Device:  jOS 225-

o
When llog in Ask me to choose an authentication method v

Finish Enroliment @

Powered by Duo Secur
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USING DUO FOR AUTHENTICATION

Log in Normally Confirm with DUO App Do Great Things!

PASSWORD PROOF ACCESS

Is that v

you?

Success!

Please follow the instructions below when connecting for the first time!

CONNECTING WITH DUO

Once you have enrolled your device and activated it, you are ready to use Duo to authenticate to the VPN.

1. Launch Cisco AnyConnect on your computer, and click ‘Connect’.

{i}' Cisco AnyConnect Secure Mobility Client — >

Ready to connect.

[moning =
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2. Select the appropriate VPN group from the drop down list. (All Duo MFA Groups end in ‘2’)

@ Cisco AnyConnect | vpn.otm.la.gov x

Username: | |

Flease enter your username and password.

Group: | DOAZ

Password: |

Mehility Client

VPN:
Please enter your uzername and password.

wpn.otm.la.gov w Connect

3. Enter you Username and Password and click ‘OK’

@ Cisco AnyConnect | vpn.otm.la.gov *

Username: |

Flease enter your username and password.

Group: DHH2 e

Password: |

S Cisco AnyConnect Secure Mohbility Client —

Flease enter your username and password.

vpn.otm.la.gov e Connect

4. You will receive a notification from Duo on your registered mobile device. Tap the green bar with the ‘Request

all

Edit

Waiting’ notification.

ATAT = 10:34 AM

QJTS DUC-PROTECTE

° Request Waiting. Tap to Respond...

o153

About passcodes
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5. Tap ‘Approve’ to allow authentication.

Login Request

OIS

cr of Priacioqy tervces

0TS
Admin Panel

£

@,
159.39.80.147
Baton Rouge, LA, US

©

10:34:46 AM COT
August 2, 2018

v

Approve

X
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CONNECTING USING A DUO PASSCODE

You may not always receive a notification due to time out limits, or unforeseen network issues. If you did not receive a

push notification, or you are using a bypass code, you will need to enter the passcode manually.

1.

2. Select the appropriate VPN group from the drop down list. (All Duo MFA Groups end in ‘2’)

3.

Launch Cisco AnyConnect on your computer, and click ‘Connect’.

{5' Cisco AnyConnect Secure Mobility Client - X

Ready to connect.

|upn.ot11.la.gou|

=

(5! Cisco AnyConnect | vpn.otm.la.gov

Flease enter your username and password.

x

Group: | DOAZ

Username: | |

Mehility Client

Password: |

wpn.otm.la.gov

I oK | | Cancel

Enter you Username as you would normally

Please enter your uzername and password.

w

@ Cisco AnyConnect | vpn.otm.la.gov

Flease enter your username and password.

*

Group: DHH2 e

S’ Cisco AnyConnect Secure Mobility Client
Username: _ _

Password: |

' T
& Flease enter your username and password.
vpn.otm.la.gov e

I Ok I | Cancel

Connect
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4. On your mobile device open the Duo Mobile app, and click the down arrow next to your account.
all ATET = 10:36 AM L

Edit — | B

1 DUO-PROTECTED
OIS ors

About passcodes

5. Your passcode will be displayed below the account.
10:36 AM

—

1 DUD ADMIM .
OIS ors

666 219 |

Q2

About passcodes

6. Enter your password followed by a comma and the Duo passcode. Click ‘OK’
(For example, given a password 'password123' and a Duo passcode '123456', you would enter
‘password123,123456’)

{-50 Cisco AnyConnect | vpn.otm.la.gov X
Please enter your username and password.

Group: DHH2 e

Username: | |

Password: | |

VPN:
Please enter your username and password.

vpn.otm.la.gov Connect
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USING DUO HARDTOKEN

Using a hardware token works the same as using the mobile app and passkey. The only difference is the token

generates the passkey for you.

1. Launch Cisco AnyConnect on your computer, and click ‘Connect’.

{5' Cisco AnyCennect Secure Mobility Client - X

Ready to connect.

|upn.uh11.la.gnv|

=

2. Select the appropriate VPN group from the drop down list. (All Duo MFA Groups end in ‘2’)

@ Cisco AnyConnect | vpn.otm.la.gov

Please enter your username and password.

X

Group: DOAZ it
Mobility Client
Username: | .
Password: | |

wpn.otm.la.gow

[ o ]

Cancel

3. Enter you Username as you would normally

Flease enter your username and password.

Connect

(5! Cisco AnyConnect | vpn.otm.la.gov

Please enter your username and password.

pud

Group: DHHZ

Username:

S’ Cisco AnyConnect 5ecure Mobility Client

Password:

VPN:

vprn.otm.la.gov

[ o« T

Cancel

Flease enter your username and password.

s

Connect
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4. On your hardware token press the button to generate a passcode.
e =
5. Enter your password followed by a comma and the Duo passcode. Click ‘OK’
(For example, given a password 'password123' and a Duo passcode '123456', you would enter
‘password123,123456’)
@ Cisco AnyConnect | vpn.otm.la.gov X
Flease enter your username and password.
Group: |DHH2 V|
S’ Cisco AnyConnect Secure Mobility Client
Username: | |
Password: | i
i L VPN:
& Please enter your username and password.
[ vpn.otm.la.gov w Connect
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MOBILE DEVICE REPLACEMENT

STEPS TO TAKE

If you are upgrading to a new mobile device, or wish to authenticate from a different device, please contact EUC at 225-
219-6900 for assistance.

LOST OR STOLEN PHYSICAL TOKEN

STEPS TO TAKE

If your token or mobile device is misplaced or stolen, please contact EUC at 225-219-6900 as soon as possible.
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TROUBLE SHOOTING MOBILE APP

STEPS TO TAKE

If you are having difficulty with the mobile application, you will need to verify your mobile device and computer both
have a good connection to the internet. You may also need to restart your device or reinstall the application.

Note: If you choose to reinstall the application, you will need to contact EUC support at 225-219-6900 to reactivate
your device.

VERIFYING DEVICE CONNECTION

1. From your computer, at the bottom right hand corner of the screen (near the time) locate the icon that looks
like a computer monitor if you are connected to a physical connection. The Icon will look like a wireless signal if
you are connected to a wireless access point.

1:46 AM
4/29/2015

4/29/2015

= 7 ) B EE e

2. If yousee ared ‘X’ or a yellow warning sign you may need to contact EUC at 225-219-6900 for further
assistance.

Not connected or no wireless
network available.

Indicates there is a problem ﬁ
connecting to a wireless network. -

3. From your mobile device, attempt to open a web page or send an email. If neither of these are working you
may need to relocate to get a better signal, or contact your mobile network provider for assistance.
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UNINSTALLING DUO MOBILE ON ANDROID

1. From the Settings menu in the ‘Play Store’ app tap ‘My apps & Games'.

My apps & games

My notifications

< | @

Subscriptions

2. Tap the ‘Installed’ tab at the top of the page and select the Duo Mobile app. (you may need to scroll down)

R 7.4 75% M 2228 PM

My apps & games Q

UFDATEE  INSTALLED  LIL.

On this device (49) Alphabetical =
Amazon Kindle
E BOKE UPDATE
‘k ANT Radio Service
8.0KB
_“ ANT+ Plugins Service npEN
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3. Tap ‘Uninstall’

Duo Mobile
Duo Security, Inc,
€ Everyone

e g—
000

REINSTALLING DUO MOBILE ON ANDROID

1. Launch the ‘Play Store’ app and search for “Duo Mobile”

Rl ¥ .4 86%0 5:07 PM

€ duo mobile 4
Duo Mobile
Duo Security, Inc.
% Everyone
38 (4259 2)+ 1 million &
EESNASE N |
2 = -
= E ———
MORE INFO INSTALL

2. Click ‘Install’

-

< duo mobile
Duo Mobile
Duo Security, Inc
‘& Everyone
3.8% (4,259 &)+ 1 million *

You Might Also Like
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UNINSTALLING DUO MOBILE ON 10S

1.

2. Tap and hold the icon until it starts shaking. Then tap the ‘X’ icon next to the app.

Locate the Duo Mobile app on your 10S device.

REINSTALLING DUO MOBILE ON 10S

1. Launch the ‘App Store’ app and search for “Duo Mobile”

wll ATET = 10:13 AM

o % 36% @ )

Q. Duo mobile|

Cancel

& duo mobile
& duo mobile app
Q duo mobil

& duo mobile for ios

Public
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2. Click the cloud icon or ‘Get’ if you have not installed the application before.

wil ATAT = 10:13 AM U33%NE )

<. Duo mobile € Cancel
AL STE W W

Duo Mobile
b & & & &y

- *— - 7831934

= . |
R »

|
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